
Acrobat Professional 
Preferred Markup Tools 

This document recommends the simplest methods of PDF markup that we have found based on our experience 
using these tools with compositors. 

Here are the toolbars we recommend using: 

1. Drawing Markups toolbar: If the Drawing Markups toolbar isn’t already open, Click 
View>Toolbars>Drawing Markups. 

 

Please use only the “Text Box Tool” from this toolbar. Click the icon, then click wherever you want the note 
to appear, and begin typing a note. You can adjust the size of the text box and move or copy the box with the 
Hand tool. This commenting tool is preferred because it is the only one remains anchored in the document 
and will appear as-is on a printout.  

2. Drawing toolbar: From the Drawing Markups toolbar, click the arrow to the right of the box in the center to 
access a dropdown menu. Click “Show Drawing Toolbar” from the bottom of the dropdown.  

 

Use these tools for general markup. The Pencil tool is handy for indicating insertions or deletions. The 
Rectangle and Oval tools work well to isolate text or areas that are being commented on. The Line tool is 
great for pointing out areas in text or art with the other end-point connected to a note. 

3. Stamp Tool: Open the Commenting toolbar (View>Toolbars>Commenting) and use the Stamp tool in 
conjunction with the Editorial Markups stamp set. The Editorial Markups stamp set include insert and 
delete symbols among others. 

 
4. Highlighting toolbar: Access this toolbar from Commenting toolbar (as above). From this toolbar, access the 

dropdown menu from the text icon (third from the right), and select “Show Highlighting Toolbar” from the 
bottom of the dropdown. 

 

This toolbar provides Highlighter, Underline, and Cross-out tools. Use these tools to highlight text to make 
it more apparent what's being edited or to indicate what text should be deleted. 

Please review the notes of the following sample pages for further tips on markup. 



 

Chapter 2

 

Domain Name System Design

 

You cannot have Active Directory without having the Domain Name System (DNS) in place. I know 
that is a blunt way to open the chapter, but it is the fundamental truth with this chapter. DNS is 
required when you implement Active Directory. Although you do not have to run Microsoft’s version 
of DNS, there are many reasons why you would want to do so.

As with all services that are used within a network, you have many options as to how you will 
implement the service. However, you should follow some general guidelines if you want to make 
sure you are taking advantage of the best way to use DNS. Failure to do so could cause severe prob-
lems with name resolution and Active Directory functionality. Throughout this chapter, we are going 
to look at why DNS is required and how you can implement an efficient and secure DNS infrastruc-
ture. Later, in Chapter 14, “Maintaining DNS,” I will cover troubleshooting DNS.

 

Tied Together

 

When implementing Active Directory within your environment, DNS is required. Active Directory 
cannot exist without it. The two entities are like trains and railroad tracks. The train’s engines are 
mighty powerful machines that can pull thousands of tons of equipment, but without the tracks, they 
cannot move. If the tracks are not aligned correctly, the train may derail. If the tracks are not switched 
in the right direction, the train will not arrive at the correct destination.

If you haven’t immersed yourself in the finer details of DNS, now is the time. If you think you 
understand how DNS works, you should still go back and review all of the new options that have 
been added to the DNS service in Windows Server 2003 and Windows Server 2003 R2. Where 
Windows 2000 added some fancy new features into the Microsoft DNS world, such as support for 
dynamic updates and Service locator (SRV) records, Windows Server 2003 upped the ante even more 
with support for stub zones and the ability to use directory application partitions for Active Direc-
tory–integrated zones.

As I mentioned in the introduction to this chapter, you are not required to use Microsoft’s imple-
mentation of DNS; UNIX BIND DNS will work just fine as long as it meets certain criteria. As a matter 
of fact, there are several companies that already invested deeply in a BIND DNS solution and are not 
about to completely restructure with a new DNS implementation. As the old saying goes, don’t fix 
what is not broken. We will look at using BIND within your infrastructure later in the chapter.

Looking at the correlation between your Active Directory and DNS, you will find the two will 
share the same zone naming conventions. If your Active Directory domain name is going to be 

 

zygort.lcl

 

, the DNS namespace will also be 

 

zygort.lcl

 

. Notice that the top level domain (TLD) 
name for DNS, in this case lcl, does not have an equivalent domain within Active Directory. The rea-
son for this is that for most companies, the top level domain is not unique, and not owned by the com-
pany. Take for instance a company that is using widgets.com as its Active Directory namespace. The 
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TLD used in this case, com, is owned by the Internet Consortium for Assigned Names and Numbers 
(ICANN) and is shared by hundreds of thousands of Internet based websites. When designing Active 
Directory, the designers decided to make sure that the root of the Active Directory forest could be 
unique, so they required the domain names to take on two domain components, the companies DNS 
domain and the TLD that it resides under.

As a domain controller comes online, part of its startup routine is to attempt registration of the SRV 
records that identify the services that are running on the domain controller. The only requirement for 
a DNS server to work with Active Directory is that the DNS server support SRV records. It does not 
matter to Active Directory clients if the records are entered manually by an administrator or auto-
matically by the domain controller itself, all that matters is that the records are correct. If the SRV 
records are not listed within the zone, or entered incorrectly, the client will not be able to locate the 
domain controller. If the SRV records are correctly listed within the DNS zone, the host name of the 
server that is providing the service is returned to the client. The client will then query the DNS server 
for the A record of the domain controller in order to resolve the IP address.

 

How to Resolve

 

The most basic of all DNS services provide the ability for a client system to send a query to the DNS 
server asking for the DNS server to return the IP address of a host system. This type of resolution is 
referred to as forward name resolution. DNS provide this functionality by hosting resource records 
that specify the IP address for each of the host systems within the DNS namespace. The namespace 
is referred to within the DNS server as the zone. For instance, if your DNS namespace is zygort.lcl, 
and you have a server named APFS01 with an IP address of 192.168.29.75, your zone name would 
be zygort.lcl and the server would have a resource record that tied the name APFS01 to IP address 
192.168.29.75. When a client sent a query to the DNS server looking for APFS01.zygort.lcl, the DNS 
server would reply to the query with a response containing the IP address.

This is the most fundamental purpose of DNS, and probably the most utilized function, finding an 
IP address when a client sends a query. There is another resolution type known as reverse name res-
olution. Reverse name resolution allows a client to query for a hostname when it knows the IP address 
of the system in question. This works in much the same way as the caller ID system on your telephone. 
If you have entered information into your caller ID system, when a phone number comes in to your 
home, the caller’s name shows up on the display. If you have not entered the identifying information, 
the phone number will display. There are several programs and utilities that use reverse name reso-
lution and you may find it beneficial to make sure you have the correct information included within 
the zone.

DNS servers will resolve queries within the zones that are configured on them. You can have more 
than one zone on a server and the server will accept and respond to queries for records in those zones. 
When a client sends a query for a zone that is not hosted on the DNS server, the DNS server has to per-
form additional tasks in order to respond correctly to the client. The DNS server will look to the top 
of the DNS hierarchy, known as the root, for help. These root DNS servers are listed within the Root 
Hints tab of the DNS server properties. The DNS server will send a query of its own to one of these 
root servers asking for resolution. The root servers will refer the DNS server to the appropriate TLD 
DNS server. The DNS server will then query the TLD DNS server for assistance. The TLD server will 
refer the DNS server to the appropriate Second Level Domain DNS server. This process will continue 
until a DNS server with the resource record resolves the request.

There are problems that can be encountered with the typical DNS resolution methods. First off, not 
every namespace is accessible from the Internet. Our example zygort.lcl is a prime example of that. If 
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you were to perform a lookup on a server name within that namespace using conventional DNS 
methods, the lookup would fail. There needs to be another method of resolving the DNS queries for 
these zones. The other problem lies with companies that do not want their DNS servers to query out-
side of their organization. Since DNS servers look to the root of the Internet as the defacto starting 
point for name resolution, you need a way to keep them from attempting to do so. New options have 
been introduced to address these issues.

Windows 2000 DNS servers introduced 

 

forwarders

 

 to the Microsoft DNS world. Using forwarders, 
you can specify another DNS server that will attempt to resolve queries when the local DNS server 
cannot. By default, a DNS server will use the DNS servers that are configured within the Root Hints 
tab of the DNS server properties. If your DNS server cannot reach the root servers, or you want to con-
trol the servers that perform the iterative queries from your organization, you can enter the server’s 
IP address within the forwarders tab on the properties sheet for the DNS server. Once configured, the 
queries that cannot be resolved by the DNS server will be sent to the first DNS server listed in the for-
warders tab.

One problem that occurs when you define a forwarder is that the DNS server identified as the for-
warder will have to take on the task of resolving all the queries outside of the DNS server’s zones. This 
can be a considerable amount of traffic. Another problem occurs when the forwarder does not have 
the ability to query for certain zones. Windows Server 2003 introduced another method of forward-
ing, 

 

conditional forwarding

 

. Using conditional forwarding, you can specify a DNS server that will be 
used to resolve queries based on the domain name in question. For example, if a user needs to resolve 
an address for 

 

zygort.com

 

 and if a conditional forwarder is created for the 

 

zygort.com domain

 

, the 
DNS server will send a recursive query to the server specified within the forwarder setting. Figure 2.1 
shows conditional forwarders configured for the zones 

 

zygort.com

 

 and 

 

bloomco.org

 

. Notice the All 
Other DNS Domains entry. Configuring DNS addresses within that setting specifies which servers 
will be used as standard forwarders if no conditional forwarders meet the query needs.

 

NOTE

 

For more information on conditional forwarding, see the TechNet article 304991 at 

 

http://support.microsoft.com/default.aspx?kbid=304491&product=winsvr2003

 

.

 

Figure 2.1

 

Conditional forwarders
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When you create an Active Directory–integrated zone on a Windows Server 2003 domain control-
ler, you have the option of determining the scope of replication for the zone. Four options are avail-
able, as seen in Figure 2.6:

 

◆

 

Replicating to all DNS servers in the forest

 

◆

 

Replicating to all DNS servers within a domain

 

◆

 

Replicating to all domain controllers within the domain

 

◆

 

Replicating to all domain controllers defined in the replication scope of a DNS application 
directory partition

If you choose the first option—replicating to all DNS servers within the forest—every DNS server 
within the forest will receive the DNS zone information. The zone information will be held within an 
application partition. This will cause the most replication because every DNS server within the forest 
will hold the records for the zone, but the only domain controllers that will receive the data will be 
those that host the DNS service. You cannot have any Windows 2000–based domain controllers in this 
scenario.

The second option—replicating to all DNS servers within the domain—will reduce the amount of 
replication traffic because only the domain controllers that are DNS servers for the domain in ques-
tion will hold a copy of the domain records. As with the previous option, the zone is stored in an 
application partition. Again, as with the previous option, you cannot have any Windows 2000–based 
domain controllers within the domain.

The third option—replicating to all domain controllers within the domain—essentially makes all 
domain controllers within the domain behave as if they are Windows 2000 domain controllers. Every 
domain controller, whether or not it is a DNS server, will hold the data for the zone. If you still have 
some Windows 2000–based domain controllers that are DNS servers, this is the option you will 
choose.

 

Figure 2.6

 

Replication scope 
options
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The final option—replicating to all domain controllers defined in the replication scope of a DNS 
application directory partition—is also an option that is only available to Windows Server 2003 
domain controllers. Using an application directory partition, you can choose which of the domain con-
trollers will host a copy of the partition. In this manner, you can control exactly which domain control-
lers, that are also DNS servers, will host the zone data. If you do not want to replicate the zone to a 
server that is across a WAN, you will not have to replicate it.

 

NOTE

 

For more information about controlling the replication scope by creating application parti-
tions, also known as Active Directory Application Mode (ADAM), see Chapter 14, “Maintaining DNS.”

 

Protecting DNS

 

DNS has been a popular service to attack because so many clients rely on it in order to locate the host 
systems that they are attempting to contact. Without DNS, you would not be able to locate 

 

http://
www.microsoft.com

 

. You could call the web server by its IP address, but how many of us have the 
IP address of the server memorized?

Two methods of attack are usually attempted against DNS servers: denial of service (DoS) attacks 
and abusing the name resolution. Earlier in this chapter I used an analogy that compared DNS to train 
tracks. When someone attacks DNS, they are essentially attempting to derail or misguide our trains 
by adversely affecting the tracks. With denial of service attacks, the attacker attempts to block the 
DNS server from answering client queries, thereby derailing the clients. When abusing the name res-
olution that a DNS server provides, either the attacker will cause the DNS server to return incorrect 
results to the client, or the attacker will gather information about a company from the data that the 
DNS server returns. This method does not stop the DNS service from responding to the clients, it sim-
ply misdirects them, sending them to the wrong destination.

Understanding just how important DNS is to a company’s infrastructure, the designers of DNS built 
the service to be redundant and able to withstand attacks that attempt to take down the DNS servers 
that support a company. Nevertheless, some attackers will try to knock down your DNS so that they can 
reduce the effectiveness of your implementation, annoy your clients as they attempt to perform their 
jobs, and just plain dampen your spirits. Denial of service attacks can be devastating, but you can take 
steps to put yourself at ease. The following sections cover practices you should take into account when 
you are designing your DNS infrastructure. You may not need to implement each of the methods iden-
tified here, but you should identify the systems that are at risk and use every precaution to make sure 
that your systems are protected from attack.

 

Limit the Dynamic Updates

 

I am going to assume that you are working in an Active Directory environment because that is the 
main thrust of this book. An Active Directory–integrated DNS server can be configured so that it 
accepts dynamic update requests only from authorized systems. Once you configure a zone as 
Active Directory–integrated, you should change the dynamic updates so that only secure updates 
are allowed. At that point, only members of Active Directory can update the zone records. Once 
secure updates are turned on, an attacker will not be able to easily add false records to your data-
base that could cause the domain controller to become overloaded as it tries to replicate the changes. 
Figure 2.7 shows the zone properties for zygort.lcl. Notice that the Dynamic Updates option is set 
to Secure Only.
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Figure 2.7

 

Properties of the zy-
gort.com zone showing 
secure updates enabled

 

In a Windows Server 2003–based domain, you can take this one step further by making sure that 
the DNS data is replicated only to domain controllers that are DNS servers or by specifying that the 
records are replicated only to the DNS servers that are included within the scope of an application 
partition. Later in this chapter we will discuss the replication options that are available when using 
Windows Server 2003 DNS.

 

Monitor for Traffic

 

If the DNS server appears to be overloaded and you believe the resource overhead is due to an attack, 
you can use a monitoring tool, such as Microsoft’s Network Monitor, or a product, such as Sniffer, to 
detect where the traffic is originating. If the traffic is from outside of your company, you can assume 
that you are being attacked. If this is the case, you can attempt to quell the traffic by putting firewall 
rules into place that will reject packets that originate from the addresses that you identify from the 
network trace. Most firewalls can be configured to drop spoofed packets. Check with your firewall 
administrator to determine what you can do with the firewalls in your infrastructure.

If you do put rules into place, that does not mean you will stop the attack. The attacker was prob-
ably spoofing their address in the first place, so you may end up being attacked again from the same 
entity but through another address. Some firewalls have intrusion-detection capabilities, and you 
may be able to have the firewall dynamically drop packets if they are deemed an attack. You should 
develop a plan for monitoring the traffic that enters your network, whether it is bound for DNS or not. 
This plan should take into account the necessity of watching for attack types as well as determine how 
much monitoring you should perform so that it does not adversely affect the network performance.

The DNS monitoring policy should include references to who will be responsible for designing the 
monitoring solution, who will implement the policy, where the settings will be applied and who will 
be responsible for reviewing the data that is collected. In traditional organizations you may have sev-
eral individuals who are responsible for each part of the monitoring of DNS. There are new monitor-
ing tools available such as Microsoft Operations Manager that will consolidate the monitoring of 
several systems into one cohesive solution.
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