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1 TIMING ANALYSIS IN NETWORKED
MEASUREMENT–CONTROL SYSTEMS

NMCS (networked measurement–control systems) are
widely used in applications ranging from difficult process
control to simple discrete manufacturing.

Usually, these systems impose real-time requirements
on the nodes and communication networks (Kopetz, 1997;
Sha and Sathaye, 1995). Stankovic (1988) defines real-
time computing systems as those systems in which the
correctness of the system depends not only on the logical
result of computation but also on the time at which the
results are produced.

There are many examples of real-time computing
systems, such as control systems, flight control systems,
and robotics. A typical real-time computing system has a
real-time program running in the system, which reads inputs

from input devices, processes these inputs, and produces
outputs to be sent to output devices – see also Article 78,
Embedded Systems, Volume 1.

The time between the arrival of an input from a device
and the completion of the processing for that input is called
the response time for the device (Joseph and Pandya, 1986).

The relative deadline for the device can be defined as the
maximum interval between the instant of the input arrival
and the completion of the processing for that input. The
required response time for a device must be smaller or equal
to its relative deadline.

In NMCS, the relative deadline is often assumed to be
equal to the period. The task deadline value is set by object
requirements but the value of the worst-case response time
is a result of simulation methods or analytical techniques
used to do the timing analysis.

It is assumed that each input and output device is
assigned a task of the application program and that the
tasks share the same processor. The problem of determin-
ing whether the processor will meet its peak-processing
load becomes one of schedulability analysis of tasks in
NMCS (Burns, 1991).

If the input (sensor node) and output (actuator node)
devices are network components, then the input device pro-
cesses events and generates messages to the output device.
The problem of determining whether the communication
system will meet its peak load is one of schedulability anal-
ysis of tasks.

Consideration of priority levels is crucial to a real-time
system. If different inputs have different response time
requirements, we need to consider different priority levels
to schedule the related processing tasks. The problem is to
determine whether for a given assignment of priority levels,
the system will meet its peak load – see also Article 165,
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Introduction to Networked Instrumentation, Volume 1
and Article 166, Instrument Interconnection, Volume 1.

2 INTRODUCTION TO SCHEDULING
SYSTEMS

Developers and integrators of NMCS face the challenge of
meeting end-to-end real-time requirements. This requires
techniques to ensure timing correctness both in embedded
nodes and in the communication network. Schedulability
analysis can be applied to prove that time requirements
are satisfied.

Scheduling is defined as a resource (processor, network)
allocation required to task (program, message) execution
and its termination in the required time.

The general problems are to find a sequence in which
tasks pass between the resources, that there is a feasible
schedule, and that it is optimal with respect to some decided
economic and/or performance criterion.

Reliable timing behavior is crucial in NMCS with real-
time requirements. In many cases, designers and/or devel-
opers have had to rely on testing to establish timing reliabil-
ity. Using suitable scheduling methods, system developers
can verify timing behavior at the design stage and imple-
ment the required timing behavior into the application right
from the start. Scheduling allows estimate resource uti-
lization and establishes relationships between the task’s
worst-case response times and their deadlines. It determines
whether a designed system is schedulable and indicates the
margin by which a deadline is met or might be missed.

A large number of approaches to modeling and solving
scheduling problems have been reported in the literature
for this topic. This article focuses on the static approach
because this methodology best fits the NMCS. Scheduling
theory provides a well-founded way of predicting whether
a designed system having real-time requirements will meet
their deadlines or not.

3 SCHEDULING THEORY

3.1 Classification

The schedulability analysis can be performed online or
offline as it is shown in Figure 1. In the online case,
the schedulability of the task set is analyzed at run time,
whereas in the offline case, it is performed prior to run time.

Offline scheduling requires little run-time overhead and
the schedulability of the task set is guaranteed before
execution. However, it requires prior knowledge of the tasks
timing characteristics. If the tasks characteristics are not

Schedulability analysis

Offline Online

Planing-based
scheduler

Table-driven
scheduler

Priority-based
scheduler

Best-effort
scheduler

Dynamic priority
assignment

Fixed priority
assignment

Figure 1. Basic types of schedulability analysis.

known prior to the run time, schedulability analysis must
be performed online.

Ramamritham and Stankovic (1994) distinguish two
basic types of online schedulers: planning-based and best-
effort schedulers. In the planning-based type, when a new
task arrives, the scheduler tries to redefine a new schedule,
which is able to comply with both the requirements of the
new task and the requirements of the previously scheduled
tasks. The new task is only accepted for execution if the
schedule is found feasible.

In the best-effort type, when a new task arrives, the
scheduler does not try to perform a new schedule. The new
task is accepted for execution; the system tries to do its
best to meet deadlines.

Offline scheduling paradigms depending on whether the
schedulability analysis produces a schedule according to
which tasks are dispatched at run time.

The table-driven approach is the best-known example of
an offline scheduling that produces a schedule.

The priority-based approach is an example of offline
scheduling where no explicit schedule is constructed.

At run time, tasks are executed in a highest-priority-first
basis. Priority-based approaches are much more flexible and
accommodating than table-driven approaches.

3.2 Priority assignment schemes

The most used priority assignment scheme is to give the
tasks a priority level based on its period: the smaller
the period, the higher the priority. Thus, if they have
smaller periods, their worst-case response time must also
be smaller. This type of priority assignment is known as
the RM (rate monotonic assignment).
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RM scheduling theory ensures that, for a given fixed set
of tasks with fixed and known priority ordering, as long as
the system utilization of all tasks lies below a certain bound
and appropriate scheduling algorithms are used, all tasks
meet their deadlines. This puts the development and main-
tenance of real-time systems on an analytical basis, making
these systems easier to develop and maintain. RM theory
was introduced by Liu and Layland (1973) for scheduling
independent, periodic tasks with end-of-period deadlines.
RM is an optimal static priority scheduling algorithm for
independent periodic tasks with end-of-period deadlines.

If some of the tasks are sporadic, it may not be reasonable
to consider the relative deadline equal to the period. A
different priority assignment can then be to give the tasks
a priority level based on its relative deadline: the smaller
the relative deadline, the higher the priority. This type
of priority assignment is known as the DM (deadline
monotonic) assignment (Leung and Whitehead, 1982).

In both RM and DM priority assignments, priorities
are fixed, in the sense that they do not vary along time.
At run time highest priority tasks are dispatched first. A
similar dispatching policy can be used if the task, which is
chosen to run, is the one with the earliest deadline. This
also corresponds to a priority-driven scheduling, where the
priorities of the tasks vary with time.

Thus, the EDF (earliest deadline first) method is a
dynamic priority assignment scheme. Pre-run time–sche-
dulability analysis of tasks dispatched according to the
EDF assignment scheme was introduced by Liu and Lay-
land (1973).

In all three cases, the dispatching phase will take place
either when a new task is released or when the execution
of the running task ends.

3.3 Preemptive and non-preemptive systems

A common implementation for embedded node software
and for a Master/Slave communication system is to use a
static cyclic system.

This involves the static creation of the schedule that
typically consists of a number of tasks running one after
another to form an overall schedule. The cyclic system does
not make effective use of the CPU and worst-case response
time for each task exceeds its period.

In a cyclic system, all tasks must run at harmonic
processing rates. Such a solution can be used for nodes with
a small number of tasks and for implementations without
real-time requirements. To improve effective use of the
node CPU, and to optimize worst-case response time, a
task’s priority levels with preemptive or non-preemptive
scheduling policy can be used.

In a priority-based scheduler, a higher-priority task may
be released during the execution of a lower-priority one. If
the tasks are being executed in a preemptive context, the
higher-priority task will preempt the lower-priority one.

In a non-preemptive context, the lower-priority task will
be allowed to complete its execution before the higher-
priority task starts execution.

This situation can be described as a priority inversion
because a lower-priority task delays a higher-priority task.

3.4 Offline schedulability analysis

There are two basic types of analytical methods to perform
pre-run time–schedulability analysis.

One is based on the analysis of the processor or network
utilization. The other is based on the response time analysis
for each individual task.

In Liu and Layland (1973), the authors demonstrated that
by considering only the processor or network utilization
of task set, a test for pre-run time–schedulability analysis
could be obtained.

An analytical approach is used to predict the worst-
case response time for each task. The obtained values are
then compared with the relative deadlines of the tasks.
Lechoczky (1990) and Audsley et al. (1993) improved
the schedulability analysis introduced by Liu and Lay-
land (1973).

The utilization-based test needs a simple computation
procedure, which is applied to the overall task set. For this
reason, they are very useful for implementing schedulers
that check the feasibility online. However, utilization-based
tests do not give task’s response time values. It constitutes
sufficient, but not necessary, conditions. For more com-
plicated task models, the utilization-based tests cannot be
used, see Tindell (1992).

3.5 Basic utilization-based test

For the RM priority assignment, Liu and Layland (1973)
proved that a set of N independent periodic tasks charac-
terized by a worst-case computation time C and a period T

scheduled by the rate monotonic algorithm will always meet
their deadlines for all tasks, if a utilization-based pre-run
time–schedulability test is following.

U =
N∑

i=1

Ci

Ti

≤ N × (21/N − 1) (1)

where: Ci is the worst-case computation time of task τ i , and
Ti is the minimum time between task τ i releases (period).
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Utilization-based tests are sufficient but not necessary
conditions. This utilization-based test is valid for periodic
independent tasks having relative deadlines equal to the
period and for preemptive systems.

For the non-preemptive case Sha, Klein and Goodenough
(1991) shows that similar analysis can be adapted to include
task τ i blocking time Bi , during which high priority tasks
are blocked by low-priority tasks:

U =
i∑

i=1

(
Ci

Ti

)
+ Bi

T i

≤ i × (21/i − 1), ∀i,1≤i≤N (2)

where Bi is the maximum, blocking a task τi by lower-
priority tasks than task τi .

3.6 Response time tests

The task response time test, for determining the interval
between its minimum and worst-case values, is a very
important time parameter to determine in difficult and
safety-critical real-time projects.

To confirm that each task meets its deadline, the worst-
case completion time of each task is calculated taking into
account the influence of the other tasks. It was proven
by Joseph and Pandya (1986) that the worst-case response
time Ri , of task τi is found when all tasks are synchronously
released at their maximum rate. For that instance, Ri can
be computed using the following recursive equation:

Rn+1
i =

∑
j∈hp(i)

(⌈
Rn

i

Tj

⌉
× Cj

)
+ Ci (3)

where hp(i) denotes the set of tasks of higher priority than
task i priority. The symbol � � is the ceiling function: it is
a roundup function.

Consider the initial value for Ri is zero. Recursion ends
when Rn+1 = Rn = Ri. If the worst-case response time Ri

exceeds Tt (in the case of RM priority assignment) or Di ,
(in the case of DM priority assignment) the task τi is not
schedulable. This result is valid in the preemptive context.

For the case of non-preemptive tasks, the utilization-
based test using (3) was updated by Sha, Klein and Good-
enough (1991) to include a blocking factor, during which
higher-priority tasks can be blocked by low-priority tasks.

Taking into account the blocking factor Bi the worst-case
response time for non-preemptive approach can be derived
from the following recursive equation:

Rn+1
i = Bi +

∑
j∈hp(i)

(⌈
Rn

i

Tj

⌉
× Cj

)
+ Ci (4)

where Bi = max Cj for lp(i), lp(i) denotes tasks with lower
priority than task τi .

4 FUNCTIONAL MODEL OF NMCS

An NMCS is implemented by a set of embedded nodes.
Each node runs a number of tasks. These tasks com-
municate with each other by passing messages between
nodes across the shared network. In order to meet the
timing requirements, the end-to-end communication delay,
composed of sender node generation delay, queuing delay
during accessing network, transmission delay, and delivery
delay in receiver node, must be bounded.

Now consider the techniques that can be applied both to
software within nodes, and to messages passing on shared
buses, to determine that deadlines will be met.

To analyze the time constraint of a networked, distributed
system, we can distinguish three functional layers: node
application layer, communication stack layer and network
layer shown in Figure 2 (Michta, 2002).

Communication
stack

Network

Node 1
Application

Node N
Application

Communication
stack

SC, RM, DM, EDF
preemptive,

non-preemptive

RM, DM, EDF
preemptive,
non-preemptive

RM, DM,
non-preemptive

Figure 2. Functional model of NMCS and scheduling approaches.
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During analysis of each layer, a combination of dif-
ferent scheduling policies can be used. For example, the
network layer may be priority driven with use of non-
preemptive RM or DM polices: nodes may be priority
or time driven with use in both preemptive and non-
preemptive approaches. Different nodes may have different
scheduling policies due to manufacturer’s preferences; thus,
during the NMCS designing phase, there exist many influ-
ences on the choice of a communication system.

RM, DM, and EDF are a priority-based scheduling algo-
rithm, so the system must have an adequate number of
priority levels that can be assigned to tasks on each layer.

The primary objective during designing phase is to
decouple the scheduling of resources and analyze the
scheduling of each node processor and each network. As
we can see in Figure 2, the same techniques of analysis for
task scheduling on the processor node and message schedul-
ing across the network can be used. Decoupling resources
allow us to separate the scheduling problems and simplify
the development and maintenance of nodes and NMCS.

5 TASKS MODELING

Consider the simple NMCS shown in Figure 3 with three
basic components: communication bus and two nodes:
source node (sensor node) and destination node (actuator
node). The nodes cooperate throughout the network to
provide the end-to-end functionality. In a real-time system,
this end-to-end functionality, from event to response, must
be provided within a specified deadline. The response

Bus

Sensor Actuator

Event Driven

Object

Response time

Relative deadline

t

Sensor
node

Actuator
node

Figure 3. Two nodes NMCS.

time Ri on event i should be lower than deadline Di .
Timing analysis is applied to a resource being shared
between multiple activities. According to the NMCS model
shown in Figure 2, on an application level, the several
sensor and actuator node functions are executed by a single
microprocessor. On a communication stack level, the output
and input messages wait in queue to be served and finally
carry a number of messages sent by nodes on a network
layer on one bus.

To simplify timing analysis of a sensor to actuator node
communication, we partition the analysis into components
that can be analyzed independently, as shown in Figure 4.

Application layer
Sensor node

Communication stack layer
Sensor node

Communication layer
Bus

Communication stack layer
Actuator node

Application layer
Actuator node

T-task activation period

R-response time

Task waiting time,

Task executing time,

(Cw = j + B + I )

(C)

t

Figure 4. End-to-end communication timing analysis.
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For task τi, release jitter time Ji , blocking time Bi, and
interference time Ii are joined together and represented by
the gray area (waiting time) to the left of the execution time
windows shown in Figure 4.

End-to-end response time depends on the response time
of each component involved in meeting the deadline.

Different offline scheduling policies could be investigated
using this simple control loop as an example. If preemption
is used, the blocking time corresponds to the longest dura-
tion of a low-priority code sequence that must run in mutual
exclusion of the task. Without preemption, blocking is the
duration of the longest lower-priority task. The interference
time equals the total execution time of higher-priority tasks
that may appear during the maximum response time.

In Figure 4 are shown execution times of tasks on the
two nodes (sensor and actuator), and the communication
task execution time on the bus.

An execution window represents each activity. The left
end of the box represents task arrival and the right end
represents the latest task completion. The length of the
box represents the task response time on a given level.
The activity may be finished at any time after the minimal
execution time represented by the length of the white
box. In the worst case, release jitter and blocking and
interference from other tasks may delay task execution.

6 SCHEDULING TASKS ON NODE

In this section, the application of the scheduling theory to
the design of a hypothetical, simple distributed real-time
NMCS is reviewed.

Before going into the analysis, a few assumptions about
tasks and node real-time operating system (RTOS) are
needed:

• The set of tasks and their priority is fixed and known.
• Each task must have unique priority.
• The task deadline is no longer than its period.

During the designing stage, we can decouple scheduling
of resources and analyze independently the scheduling of
each node processor and each network. The same analysis
technique for task scheduling on a processor node and
message scheduling across the network will be used.

Consider that the utilization-based test and the worst-
case response time evaluation, assuming a set of four
independent, periodic tasks, with deadline lower than the
period, is implemented in single processor node as shown
in Figure 5.

Each task τi is characterized by a worst-case computation
time Ci a period Ti and relative deadline Di . The tasks
deadline is lower than their period, so preemptive contexts

Task t4
Priority = 4

T4 = 550 ms, C4 = 29 ms, D4 = 100 ms
R4 = ?

Task t2
Priority = 2

T2 = 10 ms, C2 = 2 ms, D2 = 10 ms
R2 = ?

Task t1
Priority = 1

T1 = 250 ms, C1 = 5 ms, D1 = 10 ms
R1 = ?

Task t3
Priority = 3

T3 = 330 ms, C3 = 25 ms, D3 = 50 ms
R3 = ?

Processor

Node

Figure 5. Single processor node. A set of node tasks with priority
assignment according to DM priority order.

with both RM and DM scheduling policy can be used. Tasks
shown in Figure 5 are in DM priority order.

To determine if a given set of independent tasks is
schedulable, we use (1) and (3) introduced in Section 3.
According to (1), the total processor utilization by four
tasks τ1 –τ4 is 0.29, which is less than 0.76, the bound
for four tasks. Hence, these four tasks are schedulable.

In the next step, the worst-case response time for each
task should be calculated. In Figure 6 is shown the results
of the worst-case response time analysis, obtained from (3)
for τ1 –τ4 tasks with priority assignment according to the
DM method and preemptive context.

The worst-case response time of a task for the preemptive
context was introduced in Section 3. For each task, τi the

600

500

400

300

200

100

0
Task 1 Task 2 Task 3 Task 4

R
i (

m
s)

250

330

550

Ri

Di

Ci

Ti

5 10 10 105 2 7
25 38 29

100
75

50

Figure 6. Results of a task scheduling with DM priority order
for single processor node with task preemption.
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Task 1
id = 5

T1 = 250 ms

C1 = 5 ms

D1 = 10 ms
R1 = ?

Task 2
id = 6

T2 = 10 ms

C2 = 2 ms

D2 = 10 ms
R2 = ?

Task 3
id = 25

T3 = 330 ms

C3 = 25 ms

D3 = 50 ms
R3 = ?

Task 4
id = 42

T4 = 550 ms

C4 = 29 ms

D4 = 100 ms
R4 = ?

CAN bus

Figure 7. CAN network and a set of node messages with id assignments according to DM priority order.

worst-case response time Ri is lower than the task relative
deadline Di , so analyzed tasks set up in single processor
node are schedulable. We can find that worst-case response
time for task τ2 is R2 = 7 ms which is lower than the task
deadline D2 = 10 ms but, comparing with other tasks gives
the smallest margin of safety S2 = 3 ms.

7 SCHEDULING MESSAGES ACROSS A
NETWORK

Suppose we have a four node network as shown in Figure 7,
each with one independent, periodic task with given time
parameters (T ,C, and D). Here we have four periodic
messages to be transmitted on a CAN network. CAN is a
peer-to-peer communications bus for sending and receiving
short real-time messages of up to 1 Mbps.

Each frame starts with an identifier that uniquely marks
the frame – see Tindell, Hansson and Wellings (1994).

In our example, task τ1 has id = 5, task τ2 id = 6, task
τ3 id = 25 and the last one id = 42. This identifier is the
transmitted most-significant bit first. It is important that
no two nodes transmit frames with the same identifier as
otherwise the arbitration will not work.

The effect of the arbitration scheme is to assign a prior-
ity to each frame, being the value of the identifier, where
a smaller number is a higher priority. This priority-based
scheduling of network is suited to the application of schedu-
lability analysis.

Results of analysis and prediction of the worst-case
response timing behavior of the NMCS based on a CAN
bus, with non-preemptive DM approach for the communi-
cation level are shown in Figure 8.

Analysis was carried out by the use of (2) and (4) for
the non-preemption approach. The analysis was done for
each task and completed when the recurrence equation had
converged to a consistent response time. Only the task
τ4 time requirements are met. Time requirements for the
task τ3 are almost met; for soft real-time systems it could
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Figure 8. CAN network. Results of tasks scheduling with DM
non-preemptive method.

be acceptable. Task τ1 and task τ2, for the DM offline
scheduling approach, exceed its deadline significantly.

To reach schedulability on the CAN bus level we should
increase the transmission rate to shorten the tasks execution
time C.

As we can see, tasks with the same time parameters on
the node and network level are scheduled only on the node
level: this uses the preemption approach in access of its
resources and thus can miss its deadlines on the CAN bus
level for the three tasks.

8 TRENDS

The scheduling methods presented rely on deterministic
techniques, which are based on worst-case execution times
of tasks. This approach is sufficient for some types of tim-
ing constraints but is inadequate when relative constraints
exist between tasks, and when execution times can range
between lower and upper bounds. Developing novel tech-
niques to solve this problem is needed.

Most of the real-time scheduling algorithms are based
on the assumption that no error occurs in real-time sys-
tems. In order to make the real-time scheduling algorithm
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more realistic, task precedence constraints need to be taken
into account.

In mission critical applications, real-time tasks must tol-
erate faults. It would be interesting to combine proposed
real-time analysis with real-time fault-tolerant schedul-
ing algorithms for periodic real-time tasks in distributed
systems.

With the popularity of the Internet and the Ethernet, a
new design tool for Web embedded real-time systems is
needed. Switched Ethernet can deliver IP packets deter-
ministically at low cost. Ethernet and IP networking is
becoming a good choice for real-time working.
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